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ÅάAnything that goes digital, gets loggedέ 
(somewhere, by somebody) 1ϲfundamental law of datafication

digital transformation Ą datafication

ÅIndividuals, organizations, places  ΧōŜŎƻƳŜ άŘŀǘŀ fountainsέ

ÅaƻǊŜ ŀƴŘ ƳƻǊŜ ōǳǎƛƴŜǎǎ ŎƻƳǇŀƴƛŜǎ ōŜŎƻƳŜ άŘŀǘŀ bucketsέ

The new datafied world

my mobile phone operator

my energy provider

my app provider

me and my smart devices
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smart carssmart homes

Smartphones

Car makers
Energy 

companies
Online 

platforms

Smartwatches

Where 

data flow 

to?

Mobile Network
Operators Data Management 

Platforms (3rd party 
data holders)

2nd party data 
holders

Statistical 
Office

B2G channel 
Business-to-Government
access to privately-held data
private-public partnerships

C2G channel
Citizens-to-Government
Crowdsourcing, Smart Surveys
Citizen Statistics!

Fountains or from buckets? 
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Å Name, gender, date of birth

Å Marital Status. Residence address 

Å Occupation. Household composition

Å Monthly income 

Å Monthly expenditures per good category.

Å bǳƳōŜǊ ƻŦ ǘƻǳǊƛǎǘƛŎ ǘǊƛǇǎ ƛƴ ŀ ȅŜŀǊ Χ

Å Your exact location, every second. 

Å 9ǾŜǊȅ ǎƛƴƎƭŜ ƘŜŀǊǘōŜŀǘΣ ōƭƻƻŘ ǇǊŜǎǎǳǊŜΧ

Å 9ǾŜǊȅ ǎƛƴƎƭŜ ǘǊŀƴǎŀŎǘƛƻƴΣ ŜǾŜƴǘǎ ƛƴǾƻƭǾƛƴƎ ȅƻǳ Χ

Χ

Highly pervasive data on features changing 

constantly and recorded at fine timescale 

άƳƛŎǊƻ-Řŀǘŀέ

άŘŜŜǇ Řŀǘŀέ

άǎǳǊŦŀŎŜ Řŀǘŀέ

άnano-Řŀǘŀέ

Implications for data access,
data /process governance, privacy and 

confidentiality

Surface data and deep data
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Traditional Sources
(survey/census, admin records)

ÅMicro-data

individual level

ÅDesigned data,  

purposed for OS 

or for admin. process

ÅStructured

ÅAlways collected within Public 

Sector institutions

Åé

New Data Sources
(all others)

ÅNano-data

sub-individual level

ÅOrganic data, 

re-purposed

for Official Statistics

ÅStructured, semi-structured, 

unstructured

ÅOften held by 

Private Sector companies

Åé
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Key point #1

ÅWhat matters most is not the size (quantitative) but their 

characteristics (qualitative) of new data

ÅWhat matters most is not that they are more/bigger, but 

that they are different(from traditional data sources)

ÅBig data = non-traditional data = new digital data
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Key point #2

ÅNew digital data come with new digital technologies

and new digital behaviours and perceptions, attitudes, expectations é

ÅItôsa new digital world - new data is one of its facets

TECHNOLOGIESDATA

BEHAVIOURS
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Questions?

10



Survey Data

Administrative

Registers

TRADITIONAL 

DATA SOURCES

TRADITIONAL

STATISTICS

PRODUCTION

statistical

products

Trusted Smart Statistics
(the new engine)

TRUSTED

SMART

STATISTICS

SENSORS

ON LINE

PLATFORMS

SMART DEVICES

SMART SYSTEMS

NEW DIGITAL DATA

(ñBig dataò)
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Designing the new engine

ÅTrusted Smart Statistics (TSS) 

= systemic augmentation of official statistics

A solid development starts from a solid design. 

A solid design starts from clear design principles

take a system-level view

define a clear  ñgrand pictureò first, then 

develop components based on thaté

the new processes

add to / integrate with 

legacy ones.
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Design principles

1. Push computation out
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SHARING 
COMPUTATION

PUSHING 
COMPUTATION OUT

Statistical System

Sources

SHARING 
DATA

PULLING 
DATA IN

Statistical System

MODERN

OFFICIAL

STATISTICS

TRUSTED

SMART

STATISTICS

15



Implications 1/2

1. Push computation out

Å Requires full automation 
Ą methods encoded in machine-executable code 
(not just human-readable manuals)

Å Clear separation between methodological 

development (writing the source code) 

vs production (executing the binary code) 

Source code can be made publicly 

available, open-source 

=> increase transparency, 

trustworthiness  é and quality!  

Methodological development always requires data 

exploration, hence ñdata in the houseò.

But often can be performed on subsets of test dataé
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Implications 2/2

1. Push computation out

Å sharing computation => sharing control
(in the production phase)

Å naturally combines with 

Secure Private Computing technologies 
(e.g. Secure Multi-Party Computation)

=> increase trustworthiness!

Increases protection of input data 

confidentiality  

=> increase trustworthiness!
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sharing computation => sharing control

query

sharing

data

in

sharing computation

out
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Secure Multi-Party Computation (SMC)

ÅEach element of secret input xn is transformed into Kñsharesò 

pn,1, pn,2é pn,k that are distributed to different computing parties.

ÅThe computation on secret shares 

Åis distributed (shared) among the computing parties

Åreturns the same output value that would be obtained from the input data 

(homomorfism) 

pn,1

pn,2

pn,3

Input parties

Computing Parties

x2

x1 Output party

y = f
s

p
1,1

, p
1,2

, p
1,3
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2,1
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2,2

, p
2,3( ) = f x

1
,x

2( )
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Sharingcontrol with sources
over computationexecution
Ą trust, participation, engagement

Maximal transparency
Ąopen-source code,

non-modifiableloggingof queries
Ąpromotepublic scrutiny

AdoptSecurePrivate Computing Technologies 
(e.g. SecureMulti-Party Computation)
Ądisclosingonlythe desiredoutput information

not the wholeinput data

Secure Private Computing,  transparency, 
auditability

Trusted

Smart 

Statistics
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To be SMART, you must be TRUSTED. 
To be TRUSTED, you must be SMART. 

More trust

Deeper data Higher risks

Stronger safeguards



Questions?
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Design Principles

1. Push computation out

2. Multi-purpose data sources 

for multi-source statistics
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Administrative

registers

Multi-purpose data sources for multi-source statistics

Statistical 

domains

Data sources §

Surveys New data
Mobile networks, 

Smart meters, 

Satellite images, 

é 

TourismDemography Regional Business Labour Transport
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Design Principles

1. Push computation out

2. Multi-purpose data sources 

for multi-source statistics

3. Layered and modular organisation of the data 

workflow 

Ą Reference Methodological Frameworks
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TourismDemography Regional Business Labour Transport

Mobile Network Data

Multi-

Purpose 

data

Multi-

source 

statistical 

products

New business process, new functions
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Layered approach, hourglass model 
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Decoupling upper and bottom complexities

ÅComplexity of data semantic

Ådomain-specific technological knowledge is

required to extract the most/best information from 

raw data

ÅMultiplicity & Heterogeneity

Ådifferent data providers

Ådifferent data sources within each provider

Ådifferent data formats, configurations

ÅVariability

Ådata change following evolution of generating

technology, infrastructure growth, reconfigurations, 

re-optimizations, SW releases é

Åsocio-technological infrastructures are 

ever-evolving systems, not static objects
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CN signalling

CDR

RAN signalling

LBS data é
é

é

Tower locations

Statistics

S-Layer

MNO Data

D-Layer

é

C-location

C-pathConvergence

C-Layer

D2C Mapping functions

how to produce C-

trajectories & C-locations 

from MNO data

C2S Processing functions

how to extract statistics 

from the C-trajectories

Cell type & 

configuration

Population density Usual place of livingTourism trip 
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CN signalling

CDR

RAN signalling

LBS data é
é

Tower locations
MNO Data

D-Layer

D2C Mapping functions

how to produce C-

trajectories & C-

locations from MNO 

data
Cell type & 

configuration

D2C Mapping functions

Å Technology-specific implementation of general principles.
Å Extract spatio-temporal information as accurately as possible given the available data.

Å Avoid distortion and/or loss of useful information. 

Å Discard information not relevant for upper layers.

Å To be worked out by technology experts, 

with support by statisticians 

Convergence

C-Layer C-location

C-path
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C2S Processing functions 

é
Statistics

S-Layer

é

Convergence

C-Layer

C2S Processing functions

(how to extract 

statistics from the C-

paths)

Population density Usual place of livingTourism trip 

C-location

C-path

Å Statistical methods based on a sound understanding 

of C-layer data and meta-data (semantic, sources of errors).

Å To be worked out by statisticians, 

with support by technology experts
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C-layer structures

Åi.e., datawith a ñnormalizedò semantic

(future-proof, statistician-friendly,é) 

Åé based on a parsimonious data generation model 

that includes (implicitly or explictly) the relevant

sources of error, uncertainty, limitations to resolution, 

etc.

Åand meta-data

Åé including quantitative indicators of error levels, 

resolution, uncertainty, etc. 

Domain of Expertise

Statisticians, NSI

Domain of Expertise

Telco Engineers, MNO
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Take home message 

ÅThe new fuel needs a new engine

ÅExploiting ñnew (big) dataò for Official Statistics requires a 

new paradigm: Trusted Smart Statistics

ÅSystem-level view: hardware, software, humanware

ÅNew technological solutions to ensure data confidentiality and process 

transparency 

ÅImport best practices from other fields: open-source algorithms, 

engagement with prod-users, citizen science -> citizen statistics

ÅMethodological work is needed

ÅNew (modular) reference methodological frameworks for new data 

sources

ÅDesign for evolvability ïof algorithms and data

ÅCo-development by statisticians and technology experts needed

ÅUsing new data sources requires investments in methodology (and 

infrastructure)
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Questions?
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Trusted Smart Statistics
Initiatives

Community of experts

Web 
Intelligence

Online job 
vacancies
Enterprise 
websites
Internet 

platforms
Χ

Trusted 
Smart 

Surveys

Time use
Household 

budget
Χ

Mobile 
Network 
Operator 

Data
Methodological 

Framework
Human 

presence and  
movements

Χ

Transport 
and 

Logistics

Vessel traffic
Air traffic

Railway traffic
Χ

Smart 
Systems

Smart energy
Smart farming
Smart devices
IoTfor smart 

cities
Smart traffic

Χ

Earth 
Obser-
vation

Agriculture, 
Land cover, 

Environment, 
SDGs
Χ

Eurostat initiatives on Trusted Smart Statistics
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V A bundle of capabilities to support the collection, processing, reuse and analysis of web data
ressource (web pages, APIs é) for producing statistics

o Online job vacancies advertisement

ÅSkills, job vacancies

o Enterprise websites

ÅBusiness registers, jobs, information society

Web Intelligence Hub
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Web Intelligence Hub ïExpected benefits

ü Complementary statistical products

ü Improved statistical outputs

ü Increased spatial granularity

ü Flexible and interactive dashboarding

ü Shared solutions

ü é
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Trusted Smart Surveys, Citizen Statistics

interactive

data
responses to queries

passive data
collected by sensors

(e.g. position tracks,

activity traces)

Statistical 

System

Secure

Private 

Computing

Give back

Close the loop

I t seems you are travelling along 
the Belgian coast today.
Is this trip related to your work? AI

Becom ing 
more  

tr ustw orth y 

Using 
deeper 
 data  

Exposing to  
high er   
r isks 

Adopti ng  
str onger  

safegu ards 
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Mobile Network Operator (MNO) Data

Develop a methodological framework and robust methodologies for 

selected use-cases

Build expert knowledge about mobile network technologies. 

Pilot applications of Privacy-Enhancing Technologies 

Pilot multi-MNO deployments

Initial focus on population and tourism statistics
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Average monthly electricity consumption of private persons, January 2014

kW/h

      0 ï   99    (638)

  100 ï 199    (841)

  200 ï 299  (1165)

  300 ï 499  (1380)

  500 ï 999    (574)

1000 <           (109)

Smart Systems: Electricity Meters

Household Consumption per Commune

January July
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